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YOUR TEXT HERE

Lorem ipsum dolor sit amet— adipiscing elit
Duis vitae iaculis

Ed nisi augue, mattis tristique leo id
Commodo varius massa. nulla suscipit, justo

Id maximus molestie, leo quam ultricies

Text Only Infographic
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Sidebar Sample
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Large Graphic with Title Divider

lorem ipsum dolor.

Sidebar Sample

Your text here use Your text here use Your text here use
this style for this style for this style for
emphasis emphasis emphasis Your text here

Lorem psurm dolor sit amet, Lorem ipsum dolor sit amet,
cansectetur adipiscing elt.

Maecenas ultricies eicitur
lectus elementum euismod, Duls
vizae faculls urna, auls
consectetur sapien
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4 Panel Icons with Labels

WITH EMPHASIS, LOREM, IPSUM DOLOR
NORMAL TEXT
LOREM, IPSUM DOLOR YOUR TEXT HERE
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HERE’S HOW YOU GET THERE WITH FLEXERA

T

TRACK, MANAGE MANAGE MONITOR AND FIX
AND SECURE COMPLIANCE VULNERABILITIES
YOUR CODE RISK

Intelligent Security Vulnerability Management Process

Find, Fix, Monitor & Manage more than 13 million 0SS components Complete Vulnerability & Patch Management

Empowered with security advisory data from Secunia Research 0 0 0 0
e

End-to-end solution with full software lifecycle support

Vulnerability Vulnerability Patch Creation Patch Deployment
Intelligence Scanning Integration
e @ cuons B bty altiris:
) Nessus:
SaaS Manager: IT makes sense S S

DISCOVER MANAGE

32K+ 6.2K

SaaS apps SaaSs apps usage
OPTIMIZE SECURE

250+ DATA .
apps with direct from unauthorized I nt rOd uci ng

s Flexera SaaS Manager

Identifies shadow IT, risk, & waste across all Saas vendors.

00o
Designed for use by procurement, finance, and IT.

Your Data Is Secure With Us

@ Web based Saa$ application. Nothing behind the firewall.

Flexera

GDPR Compliant i
US/EU Privacy Shield $0C2 Compliance

DAILY
VULNERABILITY
SCANS

HIPAA Compllant PCI DSS Certified :IEONI:I::'ION

Vs ‘ TESTING The Value of Saa$S Visibility
Across The Enterprise

PROCUREMENT FINANCE IT & SECURITY
Identify Shadow IT

Flexera Right-size Saa$ Contracts Generate Accurate Reporting
Sl spand ded arisune svery Sais I[}1! whatcoud spaiications ae being used
vendor Is accounted for by whom

in megotiating and customizing contracts

Monitor SSO & Native Accounts

Manage Saas Renewals Reduce Saas Spend
El [CBY] Aomvor sssapsrnwms foremy Vo eyt come

Track contract torms, license fees, and
Important dates s0 you're never those apps being fully utilzed being purchased, Iogged into and used

blindsided

Reduce Saas Sprawl
Commariae on smaler number of the
Dest apps n each category

Secure User Accounts
Ensure only authorized current
employees are accessing apps and
receive alerts when access s granted
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SaaS Manager Shadow Saa$ Analysis

Unsanctioned Apps !

MGANCTIONED AvoaiAL SN

- $2,47707348

Intelligent Security Vulnerability Management Process

Complete Vulnerability & Patch Management

.

Vulnerability
Intelligence

Saftwors Viinorobi
B onogemen

N——

The Flexera SaaS Manager Platform

| workday.|

Comprehensive Saa$ Visibility

SANCTIONED SAAS = UNSANCTIONED SAAS

SaaS Manager Data Integrations

G Suite——

CONNECT TO IDENTITY \
SOURCES OF PROVIDER .
IDENTITY OR 550
X 1
CONNEET TO g ~
SOURCES OF s | . Office 365/
TRANSACTIONS ( ~—

CONNECT TO
SOURCES OF ALL CURRENT SAAS PROVIDERS
USAGE DATA
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Intelligent Security Vulnerability Management Process

Complete Vulnerability & Patch Management

:

G
&
Patch Creation

Softwore Vilrerobilfy
B ogenert

—

Intelligent Security Vulnerability Management Process

Complete Vulnerability & Patch Management

O

Vulnerability
Scanning

@ ouaiys

) Nessus

RAPIDF)

Intelligent Security Vulnerability Management Process

Complete Vulnerability & Patch Management

.

Patch Deployment
Integration

altiris
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DATA FEEDS

ol

Agent & agent-less
discovery for Windows,
UNIX, Linux, MAC,

‘ OPTIMIZATION
ENGINE

APPLICATION RECOGNITION LIBRARY

@ REPORTS
& ALERTS

+ Asset Reports
* License Compliance
+ Entitlement Management

+ Savings

VMs, etc.

POs & Contracts

Helpdesk/Service Catalog

. -——_ 2 2
Org/User Data 2 =

Who Needs What Data?

og
oo
r— windows
O
=5
T Asset Mansger
]

Effective Technology Asset Management

® & & ¢ ¢

+IT Cost Transparency  +Technology «Datacenter Strategy
+IT Investment Standards ~Application

i ey Strategy i
+Budgeting / *Reference *Capacity Planning

Forecasting Architectures
|

«Risk Profiling ~Business Continuity  +ELA/ ULA tiization

*Vulnerability *IP Protection ~Right-sizing
Response «Corporate Key Cantracts

*Security Policy Controls +Vendor Performance
Management

Quality Technology

Asset Information  [EEESI

Supports the Incident
Effective Change IT Operaticns. /
Management of the Request Infrastructure.

Business Management

&S M 2 &
Network Facilities Hardware Database Server
Inventory Inventory Instances Inventory

License Management

% Be .- ==

Asset - - £ 2]
Management

Storage. Software Contracts /

Inventery Inventory POs

Impacts of Siloed Data Sources

MAINTENANCE OPERATIONAL ENTITLEMENT SECURITY

PROLIFIRATION EFFICIENCY AWARENESS READINESS

N
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t’s All About the Data

CONTRACTS

U

@ £¢} =
CONDITIONS f—s £ -
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LICENSE METRIC B USE RIGHTS

PURCHASES

= @
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bevicEs
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BUSINESS USAGE
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More People and Functions Need to Access the Data

C-LEVEL

SECURITY

R
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Flexera
Black Data Centre

DIGITA

L IDENTIFIES 0SS
SIGNATURES

COMPONENTS

scaN copE

- &

sca oss
APPLICATION IDENTIFIED

IN YOUR CODE

WhiteSource Data Centre

DIGITA

SCAN cODE L
SIGNATURES

IDENTIFIES 0SS
COMPONENTS

sca
APPLICATION

05§
IBENTIFIED
IN YOUR CODE

Customer Data Centre Black Data Centre

DIGITAL
SIGNATURES

SCAN CODE IDENTIFIES 0SS

COMPONENTS

sca
APPLICATION

033
IDENTIFIED
IN YOUR CODE

Flexera UNIQUE: Software Vulnerability Management Life Cycle

[PT——
“0% Continuous Reporting

"o,
= Intelligence by Secunia Research
« Verified, accurate and actionable ASSESS PRIORITIZE
information
- Software Vulnerability Assessment
+ Identify and assess risk
« Trigger remediation actions.

Software Vulnerability
Manager

INTELLIGENCE BY
SECUNIA RESEARTH

- Effective Remediation
* Patch, upgrade or replace vulnerable
software
- Comply with standards eg GDPR, PIl,
PCI DSS ETC
— Reporting
* Compliant with NERC, HIPPA, SOX,
Basel Il and PCI-DSS

AUTOMATE & REPORT

OPEN SOURCE
SOFTWARE

Open Source Software is a type of
computer software whose source
code is released under license in
which the copyright holder grants
users the rights to study, change,
and distribute the software

to anyone to anyone and for

any purpese.

o-pen-source
agectre
denoting sclware for which the riginal source codis

mada roely avaisbis and may be recistrEutad and

moxdfied,

Levels of Detection & Analysis

FlexNet Code Insight

Automated Analysis
Generally found when using
Package and Repository Managers

Automated Detection Rules

The result of human review to
automate subsequent detection

Manual Analysis
Evidence of third-party material in
Source and Binary files

Increasing Depth of Analysis

N
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WHAT ARE THE BUSINESS GOALS?
— Protect people

— Protect property (Physical and intellectual)

STEP — Allow normal activities
* Can’t permanently bar all doors and windows
1 * Allow authorized visitors and block
unauthorized visitors
Understand the « Objectives and priorities may differ per role

Business Goals IDENTIFY AND RANK CRITICAL ASSETS

— Which assets are most important to business
goals, and where are they located?

SYSTEM BASED
— Unlocked doors

— Unlocked windows

STEP — Valuable items in plain sight

! — External access

POLICY BASED
Identify

PrTn — Wh ts inside?
Vulnerabilities 0 gets inside
— Visitor management

— Who has access?

— Prioritize based on
* Severity of vulnerability

* Criticality of asset

STE P * Likelihood of attack

— Understand where risk remain
* Security Rule #1

Triage Prioritize
Remediation Efforts ~ Plan for a change

* Reassess on a regular basis

= Criminals think of new ways to attack

0SS licenses — key concepts

NO FEES

A4
N\
Here’s how you get there with Fl
FIND, THEN TRACK, MANAGE MONITOR & FIX
MANAGE AND COMPLIANCE VULNERABILITIES
SECURE YOUR CODE RISK
Find, Fix, Monitor & Manage more than 13 million OSS components
Empowered with security advisory data from Secunia Research
End-to-end solution with full software lifecycle support N
A
How open source enters a business
s Over 2,400
Open Source
Licenses
— and over
100,000

Known
Vulnerabilities
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